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Abstract—This paper presents an idea for documenting ab-
stract client invariants in uses of ADTs in client code.

I. INTRODUCTION

It has long been claimed that software professionals cannot
be expected to write mathematically rigorous descriptions of
their code such as formal specifications and loop invariants [1].
This contention arguably underestimates the capabilities of
software professionals—after all, most of them have not
been taught either why or how to write such annotations,
so it is not surprising they are currently unequipped to do
so. Nonetheless, the perception has led to exploration of
some promising mitigating techniques that might be useful
under a verified software paradigm. One approach involves
inferring invariants (e.g., loop invariants) either by dynamic
or static analysis of code [2]. A complementary approach
involves minimizing what needs to be written in mathematical
language by providing special syntax for certain situations:
syntax that looks more familiar and code-like to software
developers. For instance, rather than demanding that the post-
condition of an operation include a clause like x’ = x, x =
old(x) or x = #x to specify that the value of x does not
change, most specification languages have tailor-made syntax
for documenting this. JML [3] uses a modifies clause to list
operation parameters whose values might be changed during
the operation body. RESOLVE [4] offers (among others)
a restores parameter “mode” to state that an operation
parameter, while it might change temporarily during the body
of the operation, has the same value at the end of the operation
body as it had at the beginning.

The net effect of such mechanisms incrementally reduces
the mathematical annotation burden for the software pro-
fessional. It is not yet clear how effective the invariant-
inference approach will be under a verified software paradigm;
when automated verification does not succeed, it will be
critical for a human to understand these invariants in order
to repair the code, the annotations or both. This means that
inferred invariants should be not only technically correct
but also comprehensible to the software professional, who
will ultimately be responsible for at least reading and likely
for modifying formal mathematical descriptions of software
behavior. Some human input into writing invariants and other
assertions therefore seems unavoidable.

This paper describes an advance down the special-syntax

path: providing language constructs to reduce the annotation
burden. It focuses on relationships between abstract invariant
properties of individual variables that hold during an entire
code segment and loop invariants within that segment. We
observe that two kinds of properties must be included in a
loop invariant to verify software. The first kind arise from
the desire to treat a loop as a single statement in straight-line
code for verification and reasoning purposes. These properties
document the behavior of the loop (by stating what it does
not change); they are intimately tied to the loop and local to
it. The second kind arise from the need to maintain continuity
of abstract invariants on variable values. These properties are
often incidental to a particular loop yet are critical pieces
of the loop invariant. For example, when using memoization
to avoid re-computation of a function with a Java Map, one
abstract invariant on the Map’s value is that if a key is
defined then the value associated with that key is the function
applied to the key. This information must be written in the
loop invariant for any loop involving the Map, because this
property is true before (perhaps well before) the loop is
encountered, is maintained by the loop, and might be intended
to persist after (perhaps well after) the loop has terminated.
This restricted set of Map values is known a priori by the
software developer independently of any loops, and it can
and should be documented. If the documentation is formal,
its connection to the code can be verified. In other words,
this documentation not only records the software developer’s
reasoning but—in a verified software paradigm—also can be
used to check that the reasoning is correct.

This paper presents an idea for a programming language
construct, restrictions, that can be used to document abstract
invariant properties of individual variables over segments of
code. The potential impact on automated verification arises
partly because this construct implicitly provides guidance to
the verifier by “factoring” potentially difficult verification
conditions (VCs) into conceptually simpler VCs. The over-
abundance of assumptions in VCs has been reported [5], [6]
as a problem for back-end provers.

The paper is structured as follows. Section II presents a
simple motivating example (in C++ rather than RESOLVE for
brevity). Conclusion are in Section III.



II. MOTIVATING EXAMPLE

Consider code that computes xp where x is a double and
p is a positive integer; see Figure 1(a). It computes xp by
first computing x2k where k is the largest natural number that
satisfies 2k ≤ p and then making a recursive call to finish
the job. In this particular implementation, q always equals 2k

′

where k′ is some non-negative integer, and this property holds
both as a loop invariant and, more generally, as an invariant
on q throughout the code. We argue that this invariant can and
should be documented.

One method a software professional can use to document
the invariant on q is to add extra assertions in the code. At
every line where the invariant holds, she asserts that the
mathematical formula is true in the code. Frame properties
allow one to limit the number of such statements needed,
by using them only after a modification to a variable under
consideration. This documents the invariant on q, but it is
rather clumsy and the annotation burden is high. Restrictions
are a construct to document the claims for this code more
clearly and to reduce the annotation burden. Figure 1(b) shows
what the code might look like in this situation. The loop
invariant is simplified and the invariant on q is explicit.
Each operation that is allowed on variables with a specific
restriction is documented with both the constraints on the
variables (e.g., both have the PowerOfTwo restriction on
them) and may also include additional requires clauses via
the also requires section, as shown in the example, and
additional ensures clauses in the also ensures section.
The additional requires clauses are used to maintain the
restriction (although this example uses a very restrictive also
requires clause), while the additional ensures clauses allow
for programmers to add more information about the effects of
these operations while under the restriction.

III. CONCLUSION

We have presented an idea for a new programming language
construct, restrictions, that may help address a limitation
in current verification languages, namely the clumsiness of
formally documenting client code. We argue that this approach
not only can simplify VCs generated in client code, but also
can result in reasoning reuse. This reuse can happen both when
restrictions are reused across clients, and even when there are
multiple calls to a single restriction operation by a particular
client.
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double Power ( double x , i n t p )
{

double r e s u l t = x ;
i n t q = 1 ;

whi le ( q <= p / 2 )
/∗ !

u p d a t e s r e s u l t , q
m a i n t a i n s

r e s u l t = x ˆ q and
q <= p and
t h e r e e x i s t s k : i n t e g e r

( q = 2 ˆ k )
d e c r e a s e s

p − q
! ∗ /
{

q ∗= 2 ;
r e s u l t ∗= r e s u l t ;

}

i f ( p − q > 0)
{

r e s u l t ∗= Power ( x , p−q ) ;
}
re turn r e s u l t ;

}
(a) Original version

/∗ !
r e s t r i c t i o n PowerOfTwo ( i n t n )

i s t h e r e e x i s t s k : i n t e g e r ( n = 2 ˆ k )
o p e r a t i o n s

∗( i n t n , i n t m)
where PowerOfTwo ( n )
a l s o r e q u i r e s m = 2

! ∗ /
double Power ( double x , i n t p )
{

double r e s u l t = x ;
i n t q = 1 ;
/∗ ! r e s t r i c t q t o PowerOfTwo ! ∗ /
whi le ( q <= p / 2 )
/∗ !

u p d a t e s r e s u l t , q
m a i n t a i n s

r e s u l t = x ˆ q and
q <= p

d e c r e a s e s
p − q

! ∗ /
{

q ∗= 2 ;
r e s u l t ∗= r e s u l t ;

}
/∗ ! r e l a x PowerOfTwo on q ! ∗ /
i f ( p − q > 0)
{

r e s u l t ∗= Power ( x , p−q ) ;
}
re turn r e s u l t ;

}
(b) Documented with a restriction

Fig. 1. Code to compute xp
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